Secure Electronic Commerce Payments (SECPay) 

What online Merchants need to know about Cardholder not present Fraud risks?
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What is Online Fraud?
Online fraud is the act of someone with criminal intent entering into a transaction with an online trader for the purpose of securing goods or services without using a legitimate means of paying for them. In other words it is theft.

How is perpetrated?
In it’s simplest form an online fraud consists of the thief using the stolen credit or debit card or card details to make a purchase online (or via mail/telephone) arranging for the delivery to be received at their alternative (to the cardholders) address. 

Lone individuals acting opportunistically often commit fraud, but more frequently, it is the work of criminal enterprises spanning national and international boundaries. 

Increasingly, these criminal networks are penetrating legitimate businesses with the intention of using them to access personal customer and card information, which can then be used for fraud. A typical scenario is that one member of the criminal network takes up a role in a shop or restaurant where customers use their credit cards. They take the card away to process a payment, making a copy of the details at the same time. In sophisticated scenarios they might also seek to gain the cardholders address (e.g. through completion of a warranty registration) as well as noting down the CV2 security digits on the back of the card.   

Once a criminal possesses the card details and potentially the cardholder name & address they have the requisite information to attempt online or mail/telephone fraud.

How are Online Merchants exposed to Fraud

Online, mail and telephone merchants perform a transaction type commonly referred to as “Cardholder Not Present”. Because these transactions are performed remotely, the merchant is reliant on the information supplied by the purchaser, from which to verify the purchaser’s legitimacy. 

Legitimate purchasers undertake the vast majority of cardholder not present transactions, however the risk of exposure to fraudsters is not something an online merchant can afford to ignore. 

APACs (The UK Payments Association) estimate that cardholder not present fraud was in the region of £500 million in 2004, equating to about £1.4 million per day. In context, latest figures suggest that the value of online shopping in 2005 was £19.2 billions (Source IMRG). This suggests that £1 in every £38 spent online is fraudulent.  

For online merchants this represents a risk profile of £2.64 for every £100 taken through their website. 

Whilst the risk overall may be viewed as relatively low, for a merchant a series of fraudulent transactions could potentially wipe out all profits from their online sales activities. For this reason, merchants need to understand online fraud and how best to spot and avoid it.

Not just stolen cards

There are other types of Fraud, one of which is disputed goods or receipt. In this type of Fraud the purchaser uses their own card and their own home delivery address but disputes the receipt of the goods or services. If the purchase has been made using a credit card then the credit card will automatically chargeback to the merchant (see below) until the disputed transaction is resolved. It is important to provide context. In most instances when a purchaser claims non-receipt, they will be legitimate claims where the goods have been mislaid or lost during transit and delivery. Using tracking and signature delivery services as a standard shipping option can significantly reduce both loss and exposure to non-receipt fraud.  

What Merchants need to know

Firstly, and most importantly, online merchants need to be clear that the decision to accept a transaction lies solely with them. Merchants should be clear as to the risks that each transaction poses and make clear decisions around the acceptability of transaction profiles.

Authorisation does not mean the transaction is legitimate.

Card and cardholder details can be stolen without the cardholder being aware of the theft. The first indication that the card has been used fraudulently can be when a suspicious transaction appears on a card statement. By then it is too late, the criminal has probably received the goods and moved on to the next victim. 

In many instances, the online retailer may well have received an authorisation code for what appears to be a legitimate transaction, when in fact it was fraud. In these instances the card acquirers will issue a chargeback to the merchant.

Double Jeopardy

For many retailers the loss of goods or services is costly enough but this made more painful by the mechanism of a chargeback from their merchant account provider. Most chargebacks include an administration fee from the merchant account provider, so overall the loss to the merchant is often in the region of 120% of the value of the transaction. For this reason, merchant account providers often withhold “bond” deposits for high risk or new businesses to cover the potential of chargebacks.     

Authorisation Code 

An authorisation code is provided by card issuers on the basis of funds being available to the value of the transaction on that card account and the card account being a valid (issued) card. It does not mean that the transaction is legitimate.

AVS

This refers to address verification of the cardholders billing address. In transactions where the cardholders billing address is captured the numeric’s within the address can checked online (in real-time). The address verification can be variable and can comprise of as little as the numerics within the address, it is not a 100% reliable indicator of either failure or acceptance. 
CV2 (or CV V2)

This is an additional dimension of card verification introduced by card issuers as a method of referring to the actual card issued. On the signature strip (or in the case of American Express underneath the card number on the face of the card) there are a series of either three or five small printed digits unique to that card. In a CV2 checked cardholder not present transaction, purchasers will be asked for the CV2 digits printed on their card. It is possible for Fraudsters to collect CV2 numbers, so this does not present a fool-proof method of verifying the legitimacy of the transaction.   

AVS and CVS Results
The APACs approved text that is supplied as a result of the CV2 and AVS anti-Fraud checks. There are five core values defined, these are:

	ALL MATCH
	All the data provided matched that which the card issuer had on record.

	SECURITY CODE MATCH ONLY
	Only the security code matched

	ADDRESS MATCH ONLY 
	Only the address matched

	NO DATA MATCHES
	None of the data matched

	DATA NOT CHECKED
	The cv2avs system is unavailable or not supported by this card issuer.


With these core codes an address is only understood to match if and only if both the address and the postcode match at the same time. This is a little strict for some people so the following codes have been introduced too:

	PARTIAL ADDRESS MATCH / POSTCODE
	The postcode matched but the address did not.

	PARTIAL ADDRESS MATCH / ADDRESS 
	The address matched but the postcode did not.

	SECURITY CODE MATCH / POSTCODE
	The security code and postcodes matched but the address did not.

	SECURITY CODE MATCH / ADDRESS

	The security code and address matched but the postcode did not.


Codes are only supplied when CV2 and/or Billing Address data is supplied, it is in your interests to supply this data to us.

3D Secure

3D secure is the common description for additional verification procedures introduced by the major card schemes to specifically combat online fraud. 

SecureCode from MasterCard and Verified by Visa are two examples.

During the transaction the purchaser is provided with a secure pop-up in their browser window, within which they are asked for previously captured or agreed security verification information such as the name of a pet or a code. In this way the card issuer is able to verify that the purchaser is the cardholder as they have been able to supply information that, in theory, is only known to the cardholders themselves.   

Merchants that were early adopters of 3D secure verification reported a business impact caused by the pop-up requesting cardholders to join the scheme at the time of the transaction attempt, resulting in cardholders terminating the transaction. This remains a problem, compounded by the issuing card companies failing to communicate effectively the scheme to cardholders. 

The benefit of using 3D secure for merchants is that their exposure to Fraud is in most instances shifted to the card issuer, providing the attempt to verify the cardholder using the 3D mechanism has been made. Merchants will need to check with their merchant account provider for specific details as they vary from bank to bank. 

Risk Profiles

Every business carries a different Fraud risk profile. Here we outline common approaches to identifying fraud that are relevant to most retailers.

Highest Risk of Fraud = Using Minimum Acceptance Criteria

Merchants can choose to accept all authorised transactions regardless of whether any further verification protocols (i.e. AVS or CV2) have been matched. This is known as a default setting where the minimum criterion about the card has been used to gain an authorisation from the issuer. Please note that an authorisation does not constitute any form of protection that the transaction is not fraudulent. 

Medium Risk = Partial Matches

Best practice amongst most online merchants is to use additional verification dimensions of CV2 and AVS to reduce their potential exposure to Fraud. If matches are gained against the billing address or the verification code printed on the card then it provides some reassurance to the merchant. Many legitimate purchases do not have a full match against both, for instance cardholders who live in a residence that has a house name rather than a number will not be a positive match on AVS. By the same token a match on AVS does not indicate that the card has not been either stolen, (and not yet reported) or that a fraudulent purchaser has not noted the details from handling the card, unbeknown to the cardholder. 

For most businesses, to reject all partial matches would result in a substantial loss of legitimate business which is why SECPay have introduced SECGuard.

Lowest Risk = Full Matches and 3D secure

The lowest risk of potential fraud comes from transactions that have been fully verified using the additional verification dimensions of AVS and CV2 as well as cardholder 3D authentication. Significant here is the term lowest risk, even with full matches against all these verification tools fraud can still be perpetrated. Whilst a very low risk, there is still a risk that the security information used by the cardholder in the 3D scheme is compromised and the cardholder and card details known. Although the merchant may be less worried about this instance of Fraud as the liability shift has occurred, and therefore they will not receive a chargeback. Most card issuers are monitoring instances of Fraud occurring within the 3D Secure process and may over time change the conditions of liability shift if retailers are found to be incurring what are deemed as unacceptable levels of fraud exposure.  

Identifying suspect transactions

Online retailers should look to control their exposure to potential fraud by evaluating the type and details of transaction profile that are more suspicious. For example, any transaction using a UK issued card but delivered to a known high fraud risk country should automatically be held until verification of the legitimacy of the transaction and payment method can be ascertained. 

The key parameters from which risk can be assessed are usually:

AVS Match or Failure

CV2 Match or Failure

Combined AVS and CV2 Matches or failures

Delivery address vs. Billing Address

Delivery location / Post Code

Value and nature of items being purchased

Importantly, many merchants now realise the value of collecting additional information at the time of purchase or account set-up. Increasingly things like date of birth, Mobile telephone number, home telephone number and even passport or driving licence numbers are being collected. When suspicious transactions are quarantined, the collection and possible usage of additional verification information could prove instrumental in accepting the transaction. 

In the grid below we provide an outline of risk profiles based on a simple verification matches or failures. Please note this should not be used as a prescriptive instruction, but as guide for merchants to assess what risks they are willing to accept, those that they wish to reject, and those that they wish to hold in quarantine pending additional information from which a decision can come. 

Please note the information contained in this table is for guidance only. The author and publisher do not accept any liability for the consequences of any actions arising from any merchant or business using this information within their business. All businesses carry a unique risk profile requiring specific and individual assessment. This table is designed to support such assessment by the business owner or merchant in consideration of the risks they are willing to accept when undertaking online transactions. The responsibility for accepting or rejecting any transaction must lie fully with the merchant regardless of the information contained herein. Usage of this information is subject to, and conditional upon, acceptance of these terms.   
	Criteria 
	For Consideration

	Authorised but with no CV2 or AVS verification undertaken
	This is a high risk transaction. Merchants should seek to gain and use additional criteria before deciding to accept these transactions.

	Authorised but CV2 and AVS verification undertaken but not successful
	This is the highest risk transaction. Merchants should probably reject these transactions unless they can verify the cardholder and their details. 

	Authorised with AVS positive match but CV2 not checked
	If delivery address is not billing address this would be a very suspicious transaction.

If delivery address is same as billing further checks or verification would be prudent

	Authorised with AVS positive match but CV2 negative (does not match) 
	Would indicate that the purchaser does not have access to the card at the time of attempting the transaction or entered it incorrectly. Further checks or verification would be prudent.  

	Authorised with positive CV2 match but AVS not checked
	If the delivery address is in an area or region where high fraud rates are experienced this would be a very suspect transaction. Without further information this would pose a risky transaction to accept. Merchants may wish to filter these by transaction value i.e. accepting low value but seeking additional verification information for higher value transactions.

	Authorised with positive CV2 match but AVS match is negative 
	If the delivery address is different to the supplied billing address then further checks and verification would be prudent. If the billing address is the same as the delivery address then this could indicate hat the cardholder has moved and may not changed his card details or that the billing address is a house name. Caution would be prudent as would seeking additional information to support a decision.   

	Authorised with both AVS & CV2 matching
	This is a positive indicator reducing the risk of the transaction. However, if the delivery address is outside the UK or in a post code district where fraud is common or if it is a high value transaction then the merchant would be well advised to seek additional verification.

	3D Secure authenticated
	This transaction poses the least risk for the merchant. Common sense rules should still be applied and checking of billing versus delivery address is still advisable.

	Delivery Address is Different to Billing Address
	It’s not unusual for a purchaser to use an alternative delivery point especially if they are working. However, in a considerable proportion of fraud this is present. Merchants should check for other dimensions and verification information before accepting.


Managing suspect transactions

Once a suspect transaction is identified, the merchant is faced with a number of choices, namely;

· Accept the transaction without further verification

· Decline the transaction without further verification

· Seek further verification in order to make a decision 

Merchants need to have a clear view as to what type of transactions constitutes an acceptable risk to their business and should therefore be rejected without further consideration. 

In practice, some merchants choose to accept suspicious transactions without further verification providing they are of low value. This could be a dangerous strategy, as it could be that the fraudster is using low value transactions to gain a trading record with the merchant prior to placing a large order. Frequently, merchants will refer to previous purchases to make a decision on whether to accept a suspect transaction.    

Seeking additional information will in most instances of assessing a suspicious transaction be the only valid course of action. Below are some of the commonly used approaches and services.

Code 10 Check

A code 10 is the card processing industry term for a call to the card issuer to undertake an individual check on a specific cardholder and card details in relation to a specific purchase. Made by telephone to the card issuer, the merchant will need the full card details and cardholder information supplied by the purchaser. SECPay merchants using the secure payment page will need to raise a code 10 information request by completing the enquiry form on our merchant extranet or website detailing the transaction ID and their SECPay merchant ID. Once the merchant has the necessary information they call the card acquirer and seek additional verification that it is a legitimate transaction. Most card acquirers will charge in the region of £3-£5 for each code 10.

SECPay do not charge for the provision of the information for a CODE 10.

Collection of additional Information

Many merchants will use the phone number or e-mail address provided by the purchaser to make contact, and to request additional verification. There are many forms of additional information that can be requested from a faxed copy of proof of identity, or a copy of a utility bill, through to place of employment telephone numbers and addresses. 

192.com 

In the UK, 192.com offers a quick and reliable service to check for a listed home telephone number against a name and address. With the increasing frequency of telephone holders using “ex-directory” this can be a sporadic method of verifying.

Alternative Card Authorisation 

If a merchant has not received enough information to verify the purchaser, some merchants seek alternative card details for verification. In this way they can run an authorisation on the second card but not charge the amount to it. If the second card is authorised it provides an increased degree of reassurance over that of a single card. 

Getting Help

SECPay have developed a fraud risk screening service named SECGuard that enables our merchants to define the profiles of which transactions they classify as being “at risk” or “suspicious”. SECGuard is currently in beta testing and will be made universally available to all SECPay merchants by the end of March 2006.

Handling Declined Transactions

Unfortunately both genuine and fraudulent purchasers can both react vigorously to the notification of their purchase being declined. Many merchants find that providing the purchaser with a choice of alternative actions can provide the means to both offset bad reactions and perceptions from legitimate customers whilst also regaining the sale. Below are a selection of responses used by merchants in handling suspicious transactions.

Billing Address Verification

Dear Customer, 

We regret to inform you that we have been unable to confirm all the details of your purchase with us. As you have asked for the item to be delivered to an alternative address to that of your credit card billing address, we require verification of your home (billing) address. Please can you fax a copy a utility, council tax or mobile or land telephone bill to xxxxxxxxxxxxx. If we do not receive a fax from you within seven days we will cancel your order. 

Contact us to Verify Details
Dear Customer, 

We have been unable to verify all the details you provided in your recent purchase of XXX. So we can process your order it might be necessary to charge the sale to an alternative credit or debit card. We would appreciate you calling our credit management department on xxxxx xxxxxx to discuss ad resolve the matter.

Unable to Verify Address (AVS Failure)
Dear Customer,

We regret to inform you that we have been unable to confirm all the details of your purchase with us. Specifically we have not been able to verify the billing address supplied. This could be for many legitimate reasons. To help us process your order please can you telephone us to confirm the billing address of the credit card and discuss any other information may help us dispatch your gods as soon as possible.

Unable to Verify CVs numbers
Dear Customer,

We regret to inform you that we have been unable to confirm all the details of your purchase with us. Specifically we have not been able to verify the credit card security code that you provided at the time of making the purchase. To help us process your order please can you telephone us to discuss using an alternative card or provide us with additional information that can help us process your order as soon as possible.

If all else fails 

If the transaction remains suspicious or unauthorised it is possible to offer the customer an alternative method of payment such as cheques or bankers drafts. Within the SECPay payment gateway, merchants have the ability to accept Ukash vouchers which are widely available throughout the UK and Europe. Ukash vouchers can be readily purchased through PayPoint outlets and can the be used as payment method if the merchant has a Ukash account. Ukash payments are a cash alternative which once accepted through the gateway are guaranteed cleared funds (less Ukash merchant charges). Contact SECPay for more details.   

About SECPay

SECPay are one of Europe’s leading independent online payment service providers. Established in 1998, they have thousands of active merchants undertaking millions of transactions each month. With a reputation for innovation and service, SECPay are actively developing new services to make the experience of shopping online, safer, more secure and more reliable for both customers and merchants. SECPay were the first PSP to provide a widely distributed cash alternative payment method online as part of the standard payment gateway and are the first to offer a fully comprehensive closed loop vouchering system for gift and promotional vouchers. 

More Information
Please visit the SECPay website (www.secpay.com) for more information about SECPay or taking online payments. 

